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David Z. Bodenheimer

SciTech Tackles the Latest Revolution:
Autonomous Vehicles
The U.S. Department of Transportation described autonomous vehicles (AV) as “the greatest transportation revolution
since the popularization of the personal automobile nearly a
century ago.” Like all revolutions, winners and losers will emerge. And like the
earlier Model T revolution, the horse-and-buggy laws will lag the AV technology’s dragster pace.
AV’s Economic Drivers. With a $7 trillion global market looming, the AV
revolution is financially inevitable. For the car data industry alone, McKinsey projects a $750 million global business by 2030. Efficiencies and savings
include reducing 2.7 billion unproductive hours on American highways, saving $488 billion from injuries and deaths on the road, and boosting U.S.
productivity by $448 billion.
AV’s Winners and Losers. With fully automated roadways, up to 5 million
truckers, taxi operators, and other drivers may be out of work. Some sectors
and professions will contract (e.g., traffic police and auto repair), while others
will surge (e.g., digital media, electronics, and freight transport). And perhaps
billboards for traffic lawyers (“Had an accident? Call me”) will vanish.
AV’s Global Tire-Print. As world markets compete for the $7 trillion
prize, the AV revolution is much broader than the auto manufacturers who
already have heeded the AV green flag. The AV economics have attracted not
only new manufacturers (e.g., Tesla and Rivian), but also passenger companies (e.g., Uber and Waymo), network leaders (e.g., AT&T and Ericsson), and
other high-tech global names (e.g., Amazon, Microsoft, Hitachi, and Symantec). And this race to the AV checkered flag will take place not only on the
streets, but also at sea and in the air with autonomous ships and aircraft, thus
expanding the market and increasing the stakes.
SciTech’s AV Leadership. In recent years, SciTech has showcased its expertise on AV issues. At the 2016 ABA Annual Meeting, Steve Wu led a panel on
“Driverless Cars in the Fast Lane: Liability Ahead!” For the first IoT National
Institute, Tim Goodman (Assistant Chief Counsel, National Highway Transportation Safety Administration) discussed federal efforts to promote AV
safety and deployment, while the second IoT National Institute featured Cheri
Falvey’s mock trial illustrating risk allocation and emerging legal issues for
the AV market. Similarly, SciTech presentations at the 2017 RSA conference
included “Look Ma, no hands! Risk and liabilities in the era of Autonomous
Cars” addressing AV and the law.
SciTech and the Future of AV Law. As today’s edition of The SciTech Lawyer illustrates, AV technology is hitting the market well ahead of international
and national laws, regulations, and standards originally designed for T-Models, Edsels, and muscle cars. In addition to the thought-provoking issues and
AV expertise demonstrated in this edition, SciTech has the organization and
leaders well suited to the heavy lifting needed to strike the critical balance
between law, science, and technology on AV issues—including our committees tackling emerging IoT developments, privacy conundrums, insurance
technology puzzles, information security risks, and more.
While the vehicles may be on autopilot, the law should not be. SciTech
must seize this opportunity to bring its unique and deep expertise to shaping
the law during this AV revolution. u
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emember when you could get in
your car, head out on the open
road, and to the rest of the world,
your whereabouts were a mystery? You
used a map to figure out where to go.
You used a pay phone at a rest stop or
a landline at your destination to call
home. Your car neither created nor
stored any data—it was just a vehicle to
get you from point A to point B. And
if someone wanted to know where you
were or what you were doing, they had
to get into their vehicle and follow you.
But think about how far we have
come. When you own a driverless car,
which you might in your lifetime, it
will not just be a vehicle. Even more
so than your cell phone, it will be both
the source of and the storage for tremendous amounts of data: information
about where you are, where you’ve
been, what you’ve been doing, what
you are planning to do—data that show
your habits, like how you take the same
route every second Tuesday when you
go to an out-of-the-way park to meet
someone, and your character, like how
you turn off the cameras in your car
each time you go to that park. And
now, if someone, and in particular, the
police, want to know even the littlest
detail about you, those data are right
there in your driverless car.
So the question for
driverless cars is,
how and when
should the
police be
able to
access
your
data?
Or, put
another
way, should
your open
road be law
enforcement’s
open book?
Data in
Driverless Cars
Privately owned
driverless cars
will collect and
house a treasure

trove of information. With the hope that
driverless cars will reduce car accidents
(or even make them obsolete), data collected in those cars go far beyond their
early predecessors, black boxes in airplanes, which recorded information
related to operation and functioning. In
addition to GPS data related to the most
recent trip taken, autonomous cars will
retain historical data as well—where
the driver has been, how frequently he
goes there, all of the stops he makes
along the way, and places that he has
stopped visiting.1 As illustrated by the
horrific images from just before an Uber
self-driving car struck a pedestrian in
Arizona, video and photographic cameras and sensors will capture not only
what is going on inside the car, but also
what is happening outside.2 “Many new
vehicle models already connect some
of these dots, using previously captured
data to infer a driver’s preferences, and
suggest certain songs or routes to them .
. . [and] at their most extreme, cars will
even be able to know who is behind the
wheel.”3
There has not yet been comprehensive legislative action related to
autonomous vehicles on the state or
federal level, but the piecemeal statutes governing accident-related data
in cars focus on the privacy of such
data.4 In 2015, Congress passed the
Driver Privacy Act, which declared
that information collected by event
data recorders (EDRs), such as how
fast a car was travelling before a crash
and whether the brakes were applied,
belonged to the owner of the vehicle.5
In a similar vein, the seventeen state
statutes that set forth rules regarding
EDRs generally consider the data in a
vehicle to be private.6
No Data Access for Law
Enforcement . . .
At one extreme, there are those who
believe that this tremendous amount of
data should be so private that individuals should be able to lock out anyone,
even law enforcement with a lawful search warrant based on probable
cause.7 We need only look to the parallel context of data in cell phones to
see how this has played out when data

are password protected. Courts have
generally refused to force a suspect
to reveal his password based on the
Fifth Amendment’s prohibition against
self-incrimination. In United States v.
Kirschner, for example, the government
sought a court order to force the defendant to reveal his computer password.8
The court rejected the government’s
request, citing an oft-used analogy
that a defendant could be compelled to
reveal “a key to a strongbox containing incriminating documents,” but he
could not be compelled to reveal “the
combination to his wall safe.”9
The bottom line is that where data in
vehicles are encrypted by a password,
law enforcement is going to face an
uphill battle in accessing it, even with
a valid search warrant and for a legitimate and lawful purpose.
. . . Easy Data Access for Law
Enforcement
At the opposite extreme from the
password-protected data that provide
virtually no access to law enforcement is the third-party doctrine. Until
recently, data held by a third-party
(such as banks, Internet service providers, email servers, and cell phone
companies) were available to law
enforcement under a lower standard
than the probable cause required for a
search warrant. That is, because “a person has no legitimate expectation of
privacy in information he voluntarily
turns over to third parties,” the Fourth
Amendment does not protect such data
in the hands of third parties.10
Instead, these data are accessible by
various methods that are significantly
less onerous for law enforcement to satisfy than the standard required for a
search warrant (probable cause). Law
enforcement can issue an administrative or grand jury subpoena, without
court authorization, for certain types
of data (such as basic phone subscriber
information) as long as the information
sought satisfies the low bar of being
“relevant to a criminal investigation.”11
Other types of data (such as phone
records showing how long a call was,
whether a communication was a text or
a call, or the method of payment used
SUMMER 2018
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for an account) are governed by the
federal Stored Communications Act
(SCA), which requires a level of suspicion somewhere between the subpoena
standard and probable cause.12
In its traditional form, the thirdparty doctrine would have provided
various methods of accessing data in
driverless cars where law enforcement
either does not have the car itself or
does not have enough information for
a search warrant, or where the data are
password protected. But this doctrine
seems to be headed for a significant
legal restructuring.
Access to Data in Driverless Cars:
A Compromise
Recent legal and technological trends
seem to be cruising towards some compromises between privacy and law
enforcement interests. The treasure
trove of data in driverless cars, then,
is likely to be neither easily accessible
nor absolutely inaccessible to legitimate law enforcement investigations. If
the recent oral arguments in Carpenter
v. United States are any indication, the
“backdoor” that has been open to law
enforcement through the third-party
doctrine is about to be at least partially closed, benefitting privacy rights.
On the other end of the spectrum, the
roadblocks created by passwords are
giving way to biometric encryption,
whereby encryption is dependent on
a unique biological identifier such as a
fingerprint, voice, eye, or face, which
ensures data security but also can benefit law enforcement access, as it is
unfettered by the Fifth Amendment.
Third-Party Doctrine Changes
Rapidly changing technology has
forced the court to acknowledge that
the third-party doctrine does not fit the
world of today and tomorrow. In 2012,

Laura Greenberg-Chao (lgreenbergchao@
henshon.com) is a partner at Henshon
Klein LLP in Boston, Massachusetts.
As a litigator, she represents clients in a
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transactional associate at Henshon Klein
LLP.
20 TheSciTechLawyer

in the course of finding that attaching a GPS device to a car was a Fourth
Amendment search (thus requiring
a warrant), Justice Sotomayor noted
that the third-party doctrine may be
“ill-suited to the digital age, in which
people reveal a great deal of information about themselves to third parties
in the course of carrying out mundane
tasks.”13
More recently, in the fall of 2017,
the justices’ questions in the argument
over Carpenter v. United States again
suggested weakening of the thirdparty doctrine.14 The FBI had relied
on the SCA to obtain cell site location information from Carpenter’s cell
phone provider, thus enabling the government to track his location for 127
days.15 Carpenter challenged the government’s retrieval of the data, arguing
that because the data were subject to
the Fourth Amendment, the FBI had
needed a search warrant based on
probable cause rather than the lower
standard court order under the SCA.16
Although the deputy solicitor general harkened back to Smith to argue
that Carpenter had voluntarily given
his information to third parties for
storage, the justices seemed uncomfortable with the notion of “voluntariness”
in this context and were more inclined
to recognize Fourth Amendment privacy rights requiring a probable cause
to search. 17 Justice Sotomayor highlighted the absurdity of the government
being “able to [conduct the tracking]
without probable cause and a warrant”
simply because the information is sent
from the device back to a third party.18
Justice Breyer went as far as to wonder
out loud whether there should be an
exception to the third-party doctrine
due to the rapid advances in technology, especially since there is now the
ability to surveil an individual for an
extremely long period of time.19
Given this level of skepticism, it
seems unlikely that the Court will
uncategorically bless law enforcement’s
continued reliance on the lower standard of the SCA to obtain data from
third parties. What is more likely is
that by the time driverless cars become
commonplace, law enforcement will

have to present third parties with a
search warrant based on probable cause
in order to obtain at least some of the
car’s data.
Biometric Encryption
Yields to Access
Driverless cars may also reconcile privacy interests and law enforcement
interests in the context of data security. Rather than relying on password
security, current models of driverless
cars employ fingerprint recognition,
eye scans, voice recognition, or facial
recognition for data security and to
operate the vehicle.
As compared to password security, which can make law enforcement
access impossible under the Fifth
Amendment, biometric encryption is
subject to a very different legal analysis. Whereas passwords have been
considered testimonial, compelling an
individual to provide his fingerprint to
unlock a biometric encryption “elicit[s]
only physical evidence . . . and [does]
not reveal the contents of his mind.”20
In other words, because biometric
encryption falls outside the protections
of the Fifth Amendment, law enforcement could force a suspect to unlock
data using biometrics.21
Conclusion
Driverless cars will not be an open book
for law enforcement. But between a
new version of the third-party doctrine
and the legal analysis around biometric
encryption, privacy interests and legitimate law enforcement interests may end
up sharing the road. u
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